	Senior public servant fails in challenge to porn sacking on privacy grounds
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In an important ruling on the rights of employers to monitor and enforce their IT usage policies, the Federal Court has upheld the sacking of a senior public sector executive for viewing pornography on a work laptop while at home. 

The executive was found to have viewed pornographic images on his work laptop following an investigation by his employer, the Department of Resources, Energy and Tourism. 

He had accessed the material while at home, using his personal internet connection and after working hours, and had deleted his browsing history, but was unaware the laptop was loaded with "desktop logging software" called Spector360. 

The software recorded screenshots – one taken every 30 seconds - internet searches, emails and instant messages and when the laptop was reconnected to the department's IT system, downloaded them to a server. 

Data obtained from the employee's laptop via the software revealed that he had logged an internet search for the term "knockers", triggering a further in-depth perusal of the laptop's contents that revealed the pornographic images. 

The employee, who had 25 years experience with the public service and was a member of the department's IT sub-committee, initially maintained he had accessed the material by accident. 

He changed his story after being confronted with the information the desktop logging software had obtained, instead saying he searched for and viewed the images for "research and inquiry" purposes. 

The department then initiated an investigation, which found that the employee had used the laptop to view pornography, 

In doing so, he breached the APS Code of Conduct, including its requirements to "comply with any lawful and reasonable direction" – in this case the department's IT policy – and "use Commonwealth resources in a proper manner". 

The investigator concluded that the employee should be dismissed, a finding overturned on review, but a second investigation also found that termination was the only appropriate sanction for his conduct. 

Accessing the prohibited material warranted a less severe penalty, the second investigator found, but the employee's dishonest attempts to conceal his conduct were an aggravating factor that meant he should be dismissed. 

Logging software could breach privacy

The employee applied to the Federal Court seeking to quash the investigators' findings and obtain a declaration that "the Commonwealth was not entitled further to investigate his conduct insofar as it concerned access by him of lawful pornography in private and outside of working hours". 

The employee argued 11 points in support of his case, including that: 

· the IT policy's prohibition on viewing pornography was an unlawful direction because it breached s16 of the Privacy Act or his common law right to privacy;

· the policy was not a reasonable direction because it breached Article 17 of the International Covenant on Civil and Political Rights (ICCPR); and

· the policy was unreasonable to the extent that it applied to his computer usage while at home and using his personal internet connection.

In the privacy argument, the court held that the department had not breached the Privacy Act when it directed its employees not to access pornography and took steps to monitor compliance with the policy, including via the desktop logging software. 

Justice Perram said collecting information to enforce the APS Code of Conduct was a lawful purpose connected to the department's function and that it had a legitimate interest in ensuring that its equipment was free from pornography. 

It was also relevant that the department had informed the employee it would monitor his computer use and that he had signed a document indicating he understood the IT policy. 

The employee also failed in his argument that it was unfair to monitor his private use of the laptop – the Information Privacy Principles prohibit the collection of personal information by unfair means – but Justice Perram said the argument might have more force in other circumstances. 

"I would not exclude the possibility that the use of Spector360 might well give rise to unfair collection of information in some circumstances. 

"For example, the policy set out above does not warn employees that if they visit on-line banking sites Spector360 may record all of their banking details. It is difficult to see what interest the Department would have in such material," he said. 

Justice Perram gave short shrift to the notion that the employee had suffered a breach of his common law right to privacy, saying he been warned he would be monitored and "it was not his laptop and its owner had asked him not to use it to view pornography". 

Department prohibition on viewing porn "reasonable"

Turning to the argument that the department's direction on pornography breached the ICCPR, Justice Perram said the clear warning the employee had received meant no such breach had occurred. 

The ICCPR's Article 17 provides that "no one shall be subjected to arbitrary or unlawful interference with his privacy, family, home or correspondence", but the department's conduct in this case was neither unlawful nor arbitrary. 

"In this case, the monitoring by Spector360 was not unlawful for the reasons I have already given. It was not arbitrary in the sense used in Article 17 because 'the employee" was informed that it would happen," he said. 

Justice Perram also declined to find that the use of Spector360 involved a disproportionate interference with his privacy, although he left the door open for such an argument to succeed in other contexts. 

"Had this case concerned the question of whether [the employee’s] privacy had been infringed by Spector360 collecting his banking details, issues as to whether Spector360’s intrusive nature was proportionate to the end of detecting access to pornography may well have arisen. However, that is not what this case is about," he said. 

The department's policy against using work computers to view pornography was also reasonable in a more general sense, he said, even though it applied to employees even when at home and using their own internet connections. 

"It is difficult to accept that the Commonwealth was disabled from telling its own public servants what they could and could not do with its own property. 

“In any event, the interest in avoiding accidental viewing by others in the workplace of the material is [a] legitimate concern," he said. 

Justice Perram dismissed the employee's application and ordered him to pay the department's costs. 
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